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E
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CJIS Security

Policy
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� CJIS Security Policy AA must be met by deadline of 
9/30/2013 (CJIS Security Policy 5.1 Section 
5.6.2.2.1)

� Policy applies to all NYS public safety agencies that 
connect directly or indirectly to NCIC (FBI)

� Within New York State all criminal justice agencies 
obtain CJIS information by accessing the New York 
State Integrated Justice Portal directly via a browser 
interface or indirectly via a server interface 
connection to NCIC
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compliant with the all aspects of the CJIS Security 
Policy is the function of NYSP & DCJS

� The migration of servers to web services will satisfy 
the CJIS advanced authentication requirement for 
the connectivity between the server and IJP 

� Note: It is the responsibility for the agency that 
maintains the server interface to ensure that the 
CJIS advanced authentication requirement is 
satisfied from the remote client application to the 
server
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� Transport Level encryption used as easier to 
implement
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Authority

� Encryption must be minimum 128 bit and 
certified to meet FIPS 140-2 standard

� NYSP purchasing for all LEA servers
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� Portal Interface for Certificate/Key Management
� Configurable by Customer

� Timely alerts for requests and expiration of Certs
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� Results in Symantec “whois” search and request to 
use domain for generating certificate
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Dear Symantec, 

I, _____________________________, 

Confirm that I am the administrative contact for the domain, 

domain.name.com, which is registered to Domainowner. NYS Office for 

Technology has the right to use, or has full control of the domain(s), 

domain.name.com. 

Registrant acknowledges that it has granted Certificate Applicant the right to 

use the Domain in connection with its business and as a common name in the 

Digital Certificate request referenced above and any subsequent and/or 

additional certificates obtained by the Certificate Applicant during the validity 

of the above referenced certificate. 
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prevent loss of service and ensures 
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� Need implicit trust between LEAs, their IT 

support and Integrated Justice
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� CJIS Security Policy requires all resources 
that have access to CJIS data to be:

� Fingerprinted

� Background check

� CJIS Policy Training

� Includes Agency Resources, IT Resources 
and Vendors

� Next CJIS Audit is September 2013!
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